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Welcome to GDPR Extension for Magento 2 developed by Sparsh. 

 

The extension allows your store compliant with General Data Protection Regulation 

using privacy policy consents, cookie restriction notice, delete or anonymous customer 

data like personal information, orders, newsletters, etc... 

 

Every below steps helps to apply GDPR on your site. 

1. HOW TO CONFIGURE GDPR EXTENSION 

Go to [Magento 2 Admin] > Stores > Settings > Configuration > Sparsh Extensions > 

GDPR 

 

Fill out values for the below settings to make it work properly. 

❖ Cookie Policy 

➢ Enable: Choose Yes to enable cookie policy notices block in frontend. 

 

 
 

On enabling it, you will get cookie policy box as shown in below screenshot. 
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You can also manage the block content from Content > Elements > Blocks > Title 

(“Cookie Notice”) > Edit. 
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❖ Customer Policy 

➢ Allow customer to delete account: Choose Yes If you want to allow a customer 

to delete his account. 

 

If choose to allow customer to delete account then: 

 

➢ Order Statuses for which account deletion is allowed: Choose for which order 

statuses account is allowed to be deleted. If the customer has any orders other than 

selected statuses over here then account won’t be allowed to be deleted. By default 

Complete, Closed and Canceled statuses are selected. 

➢ When customer delete account, also delete: Choose from “Order” and/or 

“Newsletter” accordingly if you also want to delete newsletters and/or customer 

orders as well while deleting customer profile. 
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➢ Email Template for customer account deletion request: Choose an email 

template for the email which will be sent when a customer sends a request to delete an 

account. You can define own template from Marketing > Email Templates and use it 

over here.  
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➢ Email Template for customer account deletion response: Choose an email 

template for the email which will be sent when admin sends a response to the account 

deletion request of a customer. You can define own template from Marketing > Email 

Templates and use it over here. 

 

➢ Delete Account warning Message: Define message which will be visible to a 

customer while trying to send a request to delete an account. 

 

➢ Allow customer to anonymous their account: Choose Yes If you want to allow 

a customer to anonymise his account. 

 

 
 

If you choose to allow a customer to anonymise account then: 

➢ Order Statuses for which account anonymisation is allowed: Choose for which 

order statuses account is allowed to be anonymised. If a customer has any orders other 

than selected statuses over here then account won’t be allowed to be anonymised. By 

default Complete, Closed and Canceled statuses are selected. 

➢ Email Template for customer anonymised account details: Choose an email 

template for the email which will be sent to a customer when his account is 

anonymised which will have details of login after anonymisation. You can define own 

template from Marketing > Email Templates and use it over here.  
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➢ Anonymous Account warning Message: Define the message which will be 

visible to a customer while trying to anonymise his account. 

 

❖ Consent Checkbox 

➢ Show consent checkbox in: You can put a consent checkbox on the Registration 

Page, Contact Page and Newsletter Form. Select options accordingly. 

➢ Message before the checkbox: You can put any custom message which will be 

visible before the checkbox. You can also use HTML tags here. Optional. 

➢ Checkbox content: Write a custom message which will be visible for the consent 

checkbox. You can also use HTML tags here. 

 

 
 

Clear cache from System > Tools > Cache Management if required. 
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2. CUSTOMER ACCOUNT 

Based on the configuration done in admin, Customer will get below options on their My 

Account page. 

 

❖ Delete Account 

If the admin has allowed a customer to delete his account then only he will have 

this section available on “My account page”.  

 

It will also mention the details like which other things will be deleted along with 

account profile like Newsletters, Orders, Invoices, and Credit Memo, etc… based 

on configurations done by admin. 
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On click of the “Confirm” button, one popup will be open which will display the 

text set as warning message from Admin configuration and it will ask a customer 

to enter his current password and reason for deleting an account. 
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On submitting the form by entering the correct password and reason, a request 

email will be sent to admin with the template chosen on the configuration page. 
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Note: The customer is allowed to send the deletion request of his account only if 

he doesn’t have any orders with statuses selected as not allowed from admin 

configurations. 

 

❖ Anonymous Account 

If admin has allowed a customer to anonymise his account then only he will have 

this section available on “My account page”. 
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On click of the “Confirm” button, one popup will be open which will display the 

text set as a warning message from Admin configuration and it will ask a customer 

to enter his current password. 

 

 

 

On submitting the form by entering the correct password, 

1) All customer data like personal information (email address, password, first 

name, last name, phone number, address, city, etc...) orders, invoices, credit 

memo, newsletters, etc… will be replaced with random non-personal data 

2) Customer will be logged out of the system and 

3) An email is sent with the template chosen on the configuration page to his 

original email address with the new login details after anonymisation. 

 

Please note that the customer is allowed to anonymise his account only if he 

doesn’t have any orders with statuses selected as not allowed from admin 

configurations. 
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Anonymised Customer Login Information: 

 

 

Anonymised Customer Personal Information: 
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Anonymised Customer Order Information: 

 

  

Anonymised Customer Newsletter Information: 
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3. ADMIN – MANAGE ACCOUNT DELETION REQUESTS 

Go to [Magento 2 Admin] > Customers > GDPR Delete Account History 

 

Admin can find all the account deletion requests here. 

 

 

 

Admin can search or filter records with statuses like pending/accepted/rejected or with 

Customer ID or Customer Name or Customer Email.  

 

Admin can sort the records by name, status, customer id, email addresses, etc… 

 

In order to respond to a request, click on the “edit” link in the “Action” column. 

On clicking of that, the admin will be redirected to a page where he can find customer 

name, email and reason he has entered for requesting an account to be deleted and a 

dropdown with “Accept” and “Reject” options. 
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In order to reject a request, Choose “Reject” from the dropdown, enter the reason for it 

and click “Save” button. 

 

 

On clicking of the “Save” button, an email will be sent to the customer with the template 

chosen on the configuration page. 

 

In order to accept a request, Choose “Accept” from the dropdown and click the “Save” 

button. 
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On clicking of “Save” button,  

1) Customer profile will be deleted 

2) Customer is removed from the newsletter subscribers list. (If Admin has chosen so) 

3) Customer’s orders, invoices, credit memo, etc… are removed. (If Admin has chosen 

so) 

4) An email will be sent to the customer with the template chosen on the configuration 

page. 

 

 

 

Please note that Admin is allowed to delete the account only if the customer doesn’t have 

any orders with statuses selected as not allowed from admin configurations. 

 

4. STOREFRONT - CONSENT CHECKBOXES  

Based on the configuration done in admin, Visitor will get consent checkboxes on 

Registration Page, Contact Page and Newsletter Subscription in the footer as shown 

below. 
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Registration Page: 
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Contact Us Page: 

 

Newsletter Page: 
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5. ADMIN – CONSET HISTORY 

Go to [Magento 2 Admin] > Customers > GDPR Consent History 

 

Admin can find the history of all the customers who have agreed by checking the consent 

checkbox from any of the pages here. 

 

 

 

Admin can search or filter records with a page name, name, email addresses, IP address, 

Log time, etc...  

 

Admin can sort the records by page name, name, email addresses, IP address, Log time, 

etc… 

 

In order to delete records, admin can choose multiple and select “Delete” from the 

“Action” dropdown. 

 

In order to send/receive an email, below basic settings needs to be done from admin. 
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5. ENABLE EMAIL CONFIGURATION 

Go to Magento 2 Admin > Login > Stores > Configuration > Advanced > System > Mail 

Sending Settings 

 

You can also install any third-party extension for SMTP email. 

 

You can find more details on https://docs.magento.com/m2/ce/user_guide/system/email-

communications.html 

 

 

https://docs.magento.com/m2/ce/user_guide/system/email-communications.html
https://docs.magento.com/m2/ce/user_guide/system/email-communications.html

